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Lattice-based Contextual Integrity Analysis

e Lattice-based Contextual Integrity Analysis (LCIA) is a four-phase privacy
policy analysis framework which aims to:

o Identify and quantify ambiguity within online social network (OSN) privacy policies
o Evaluate and rank the privacy practices of OSNs

o  Allow us to make predictions about how likely an OSN'’s privacy policy is to mislead users with
regard to its information flow practices relative to other OSNs
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Problem Description

| - e Privacy policies are often long and confusing
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Background I

e LCIA relies on the Contextual Integrity framework

o Nissenbaum, H. “Privacy in Context: Technology, Policy, and the Integrity of Social Life.”
Stanford University Press (2009)

o Shvartzshnaider, Y., Apthorpe, N., Feamster, N., & Nissenbaum, H. “Going against the
(Appropriate) Flow: A Contextual Integrity Approach to Privacy Policy Analysis.” AAAI (2019)
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Background II

e LClArelies on lattice representations of privacy practices

o Ghazinour, K., Majedi, M., and Barker, K. “A Lattice-Based Privacy Aware Access Control
Model.” 2009 International Conference on Computational Science and Engineering (2009)
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Research Questions

RQ-71. What are the similarities and differences in the way existing OSNs define,
protect, and violate user privacy?

RQ-2. How can OSN privacy practices be compared in a standardized way?

RQ-3. What relationships exist between poor OSN privacy practices, poor
privacy policies, and gaps in user understanding of privacy?
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LCIA Methodology

I Policy Text ->
s 1. Privacy Practice Identification

Information Flow

(LCIA Z-Scores,

sl = Statements -> LCIA Ranking,
2. Contextual Integrity Analysis Significant Privacy
Features)
. (n-Size Sample of Policies,
Input: Significant Privacy Features) -> - i
Data Collection ignificant Privacy Features) 3. Lattice Analysis
n OSN privacy
policies Significant Privacy | L_Scores ->
Features -> 4. Rank and Trend
Analysis




Phase 1: Privacy Practice Identification

Annotate each policy for . y Extract Granqlarity, \ﬁgibility,
Input collected OSN e RO Determine most sensitive and Retention practices
PIE POROOR SRTICAIN povaty information collected by relevant to the most sensitive
policies with respect to GDPR and each OSN information collected by each
CCPA OSN
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Phase 2: Contextual Integrity Analysis

Identify information flow
statements within each

policy
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Obtain Clggq,e for each
OSN by dividing points by
its total number of
information flow
statements

For each OSN, award 1
point for each contextually
complete statement

Calculate normalized
Clgcore for each OSN




Phase 3: Lattice Analysis

For each OSN x, identify the
most privacy violating practice for
Visibility, Granularity, and
Retention, respectively
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7~ Add nodes to lattices
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Add node Ry to
Retention Lattice (RL)

Add node Gy to
Granularity Lattice (GL)
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For each OSN x, find weighted
path lengths pry, Pgx, and pyy to
reach nodes
Ry, Gy, and Vy

Y

For each OSN x, calculate
Lscore by subtracting pry. Pgx,
and pyy from the maximum path
lengths in RL, GL, and VL

New unit of
easurement?,

of root node

Begin new branch oﬁ]
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Phase 4: Rank and Trend Analysis

e Sum the normalized ClI and LSCO

Score . of each OSN to form a combined LCI

r Score

e Rank the OSNs according to their LCI

Score

e Identify trends in the analyzed sample of OSNs
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Preliminary Analysis - Data Collection

Category

OSNs

General

Facebook, Twitter, Reddit, Tagged, VK

Health

Samsung Health, CaringBridge

Image Sharing

Instagram, Imgur, Flickr, Pinterest,
DeviantArt, *Ello.co, *PixelFed, We ¥ It

Video Sharing

YouTube, Twitch, Vimeo, TikTok

Dating

Tinder, Grindr, Match, Bumble

Blogging

Tumblr, Blogger, Quora, OpenDiary

Music Sharing

SoundCloud, MySpace

Text Sharing

Goodreads, Wattpad

Professional Networking

LinkedIn, NearPeer

Voice Chat

Discord, Skype, Microsoft Teams,
TeamSpeak

Messaging

WhatsApp, Facebook Messenger, Snapchat,
Slack, Moco, *Mastodon, *Element,
*Signal, *Telegram

Content Discovery

Mix

Business Discovery

Yelp, FourSquare

Gaming

Habbo

Compiled a list of 50 social networks in
14 categories

Filtered for networks supporting
n-removed connections

Randomly selected n samples from each
category

Obtained each OSN's privacy using using
our PolicyAccumulator



Preliminary Results

vk 097 030 078 YouTube (Least Privacy-Preserving)
Facebook -1.88 -0.99 -1.76 Facebook
CaringBridge [ON/3 116 118 SoundCloud
DeviantArt  [BWHS 159 0.23 Yelp
Tumblr
PixelFed 0.71 0.73 0.88 Ui lsfi6
YouTube 178 -1.85 e DeviantArt
Tumblr -031 030 -0.01 LinkedIn
SoundCloud  [OBT) -0.99 0.55 Snapchat
Wattpad
Wattpad 0.61 0.30 0.56 VK
LinkedIn 0.46 0.30 0.47 PixelFed
Snapchat 0.15 0.73 s CaringBridge (Most Privacy-Preserving)
Yelp 0.86 -0.99 -0.08
Habbo 0.56 -0.56 0




Conclusion

e We presented a four-phase privacy policy analysis framework

o  Systematically compares the privacy practices of OSNs

e We demonstrated LCIA's potential effectiveness
o Performed a preliminary evaluation of LCIA on 13 OSN'’s privacy policies

o Ranked social networks based on overall privacy practices, revealing cases where users may
misunderstand privacy practices
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Future Work

e Leverage unsupervised machine learning in annotation process
e Conduct a user study on users’ perception of privacy violation
e Evaluation of larger dataset to reveal generalizable insights

e Implementation

o Real time analysis of privacy policies

o  Policy analysis prior to application publication
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Thank you!

Slides will be available at skaplan.io/LCIA
and dylanbulmer.com/publications/LCIA

Reach out with any questions

stephen.kaplan@maine.edu
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